
Cybersecurity Controls Made Simple:
A Roadmap for Small and Mid-Sized Businesses

Thank you for joining Shields Legal Group and Whitley Penn for the 
Cybersecurity Controls Made Simple: A Roadmap for Small and Mid-Sized 
Businesses. We appreciate your time and engagement. 

To support your next steps toward implementing and adopting the CIS Control Group IG1, we’ve 
prepared the following practical resources:

	 CIS Control Group IG1 Checklist – designed to guide you through building a 
	 security-minded culture within your small to mid-sized business.

	 SB 2610 Readiness Checklist – outlining required deliverables to help you assess
	 your organization’s compliance readiness.

You can access the full CIS Critical Security Controls, Version 8, directly at the following link: CIS 
Critical Security Controls version 8. Additional resources provided by the Center for Internet 
Security are available at: https://www.cisecurity.org/controls/v8. We hope these materials make it 
easier for your organization to translate cybersecurity requirements into real, measurable progress.

1. Inventory and Control of Enterprise Assets

        Objective: Know what you have so you can protect it.

	 Create an asset inventory of all hardware (computers, routers, IoT, phones, other devices)
	 Create a software inventory (installed apps, SaaS subscriptions, licenses)
	 Assign an owner for each asset category
	 Remove or disable unauthorized or end-of-life devices/software
	 Use automatic discovery tools if available (RMM, MDM, or asset-tracking software)

2. Inventory and Control of Software Assets

        Objective: Inventory and control all software so only approved applications can run, and 	
        unapproved applications are blocked.

	 Establish and Maintain a Software Inventory Disable unnecessary ports, services, and 
	 default accounts
	 Create allowlist authorized software, libraries, and scripts
	 Review and update configurations quarterly

CIS Control Group IG1 Checklist

https://learn.cisecurity.org/cis-controls-download-v8?_gl=1*6rsw5k*_gcl_au*NjIxMjUyMjMxLjE3NTU2MTkwNDMuMjA2ODUzODkyMy4xNzU1NjE5MDg2LjE3NTU2MTkxNzM.*_ga*MTg5ODg5MDkzMC4xNzU1NjE5MDQ2*_ga_N70Z2MKMD7*czE3NTk5NDY3OTYkbzQkZzEkdDE3NTk5NDcwODMkajM0JGwwJGgw*_ga_3FW1B1JC98*czE3NTk5NDY3OTYkbzQkZzEkdDE3NTk5NDcwODMkajM0JGwwJGgw
https://learn.cisecurity.org/cis-controls-download-v8?_gl=1*6rsw5k*_gcl_au*NjIxMjUyMjMxLjE3NTU2MTkwNDMuMjA2ODUzODkyMy4xNzU1NjE5MDg2LjE3NTU2MTkxNzM.*_ga*MTg5ODg5MDkzMC4xNzU1NjE5MDQ2*_ga_N70Z2MKMD7*czE3NTk5NDY3OTYkbzQkZzEkdDE3NTk5NDcwODMkajM0JGwwJGgw*_ga_3FW1B1JC98*czE3NTk5NDY3OTYkbzQkZzEkdDE3NTk5NDcwODMkajM0JGwwJGgw
https://www.cisecurity.org/controls/v8


3. Data Protection

        Objective: Develop processes and technical controls to identify, classify, securely handle, 
        retain, and dispose of data.

	 Identify where regulated data lives (PII, PHI, financial, and customer data)
	 Encrypt data and devices, including laptops, removable drives, and backups
	 Implement secure backup with offline/offsite copies
	 Test data-recovery quarterly

4. Secure Configuration of Enterprise Assets and Software

        Objective: Protect sensitive data wherever it resides.

	 Establish and maintain a secure configuration process for network infrastructure
	 Implement and manage a firewall on servers and end user devices
	 Uninstall or Disable Unnecessary Services on Enterprise Assets and Software

6. Access Control Management

        Objective: Ensure only authorized users have access.

	 Limit access to “need-to-know” only (apply least privileged access)
	 Require MFA for remote, privileged, and cloud access
	 Use unique credentials for administrative functions
	 Review access rights quarterly

7. Continuous Vulnerability Management

        Objective: Create and implement robust identification and remediation processes.

	 Create and maintain a documented vulnerability management process for all enterprise 	
	 assets.
	 Develop a documented, risk-based remediation strategy.
	 Automate Operating System and Application Patch Management

5. Account Management

        Objective: Ensure only authorized users have access.

	 Maintain an up-to-date user access list. Restrict administrator privileges to dedicated 
	 administrator accounts on enterprise assets.
	 Enforce unique passwords for all enterprise assets. Best practice implementation includes 
	 extended password of at least 8 characters with accounts that include MFA, though 12 is 
	 strongly suggested. 
	 Remove or disable inactive users within 30 days, and continue to review access rights at 
	 least quarterly



8. Logging and Monitoring

        Objective: Record and review security-relevant activity.

	 Enable audit logging on servers, firewalls, and key apps
	 Collect and retain audit logs for at least 90 days (backup these logs for longer-term storage),  
	 review logs weekly and automatically via SIEM or alerting tools
	 Define escalation procedures for alerts

9. Email and Web Browser Protections

        Objective: Reduce the risk from email and web content.

	 Use email filtering and spam quarantine
	 Implement DNS-based filtering or secure web gateways
	 Use company-managed email (Microsoft 365 / Google Workspace) with security policies

10. Malware Defense

        Objective: Detect and block malicious software.

	 Install reputable antivirus/EDR (SentinelOne, BitDefender, Microsoft Defender, etc.)
	 Enable automatic updates
	 Disable autorun and autoplay auto-execute functionality for removable media.

12. Network Infrastructure Management

        Objective: Actively manage network devices to prevent exploitation of vulnerable
        network services and access points.

	 Ensure network infrastructure is kept up to date 
	 Review software versions at least monthly to verify ongoing software support

11. Data Recovery

        Objective: Be prepared to recover data quickly when an incident occurs.

	 Document and maintain a data recovery process that includes detailed backup procedures
	 Define recovery priorities, scope, and security of backup data
	 Enable and perform automated backups for all in-scope enterprise assets to ensure 
	 backups are accessible and restorable. Use encryption or data separation as needed to 
	 meet security requirements
	 Maintain at least one isolated copy of recovery data (e.g., offline, cloud-based, or off-site)



13. Security Awareness and Training

        Objective: Build a security-minded workforce.

	 Conduct onboarding and annual cybersecurity training
	 Include simulated phishing campaigns
	 Initiate a “See Something, Say Something” reporting process– the key is to make reporting 
	 as easy as possible
	 Track participation and completion 

14. Service Provider and Vendor Management

        Objective: Ensure third parties don’t weaken your defenses.

	 Maintain a list of all vendors with data/system access
	 Review contracts for security and breach-notification obligations
	 Re-evaluate vendors annually

15. Incident Response Management

        Objective: Ensure you are able to react swiftly and effectively to cybersecurity incidents.

	 Assign at least one primary and one backup person to manage the organization’s incident 
	 response process
	 Define roles and responsibilities for coordination, documentation, and recovery efforts
	 Keep an updated list of key contacts for security incidents, including internal staff, service 	
	 providers, law enforcement, cyber insurers, regulators, and ISAC partners. Verify and update 	
	 contact information at least once a year.
	 Document a clear process for employees to report security incidents, including:
	 o  Reporting timeframes and escalation procedures
	 o  Who to contact and how to report
	 o  The minimum information required
	 Review the Incident Response Plan and Process annually, or in response to business or 	
	 system changes

Deliverables for SB 2610 Readiness
Written Cybersecurity Policy Manual
Employee Training Records
Incident-Response & Backup Plans
Vendor List with security representations
Evidence Binder: logs, screenshots, and reports showing implementation


